Chapter 6
Delivery and Routing of 1P
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| ntroduction

o Ddlivery

The physical forwarding of the packets
o Connectionless v.s. connection-oriented service
o Directv.s. indirect delivery

o Routing

Finding the route (next hop) for a datagram
o Routing methods
o Typesof routing, routing tables and routing module
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Connection-Oriented Versus
Connectionless Services

o Deélivery of apacket in the network layer
Connection-oriented
Connectionless

o Connection-oriented

the network layer protocol first makes a connection
between source and destination before sending a packet

The decision about the route of a sequence of packetsis
made only one

o When the connection is established
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6.1 Connection-Oriented Versus
Connectionless Services (Cont.)

o Connectionless

The network layer treat each packet
Independently

Each packet having no relationship to any other
Dacket

o |P protocol isa connectionless protocol

P is an internetwork protocol and the packets
may be delivered through several heterogeneous
networks

o Some of the network may not be connection-oriented
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Direct Versus Indirect Delivery

o Thedeivery of apacket may be direct or
Indirect
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Direct Delivery

o Thefinal destination is ahost in the same
physical network as the deliverer

When the source and destination are located on
the same physical network

Or the ddivery is between the last router and the
destination host
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Direct Delivery

Host Host

D1rect dehvery g

Direct
delivery

To the rest
of the Internet
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Direct Delivery (Cont.)

o How to determine if the delivery is direct

Compare the networ k addr esses between the
destination and the current network

o For direct delivery, the sender uses the
destination | P address to find the destination
physical address

Static method: finding atable

Dynamic method: use the address resolution
protocol (ARP)
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Indirect Delivery

o Thedestination host and the deliverer are not
on the same network

n Packet goes from routers to routers

o For indirect delivery

n The sender uses the destination |P address and a
routing table to find the next router s | P address

n Then, the sender uses ARP protocol to find the
next router’s physical address
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Indirect Delivery

Host (source)

( Network

Indirect delivery

Router

( Network 5

Indirect delivery

Router

( Network

Direct delivery

Host (destination)
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Indirect Delivery (Cont.)

o A delivery always involves one direct
delivery but zero or more indirect deliveries

o Besides, the last delivery is always a direct
delivery
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Routing Methods

o Routing requires a host/router to have arouting table

o However, with the increase of hosts,
n  The number of entriesin the routing table also increase

o Look for ways to decrease the table size or handle
Issues such as security
n Next-hop routing
n Network-specific routing
n Host-specific routing
n Default routing
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Next-Hop Routing

o Hold only the address of the next hop

n Instead of holding information about the
compl ete route
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Next-Hop Routing

Routing table for host A Routing table for R1 Routing table for R2
Destination Route Destination Route Destination Route
Host B R1, R2, Host B Host B R2, Host B Host B Host B

a. Routing tables based on route

Routing table for host A Routing table for R1 Routing table for R2
Destination Next Hop Destination Next Hop Destination Next Hop
Host B R1 Host B R?2 Host B —

b. Routing tables based on next hop
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Network-Specific Routing

o Useonly one entry to define the address of
the network itsdlf, i.e., network address

Instead of having an entry for every host
connected to the same physical network
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Network-Specific Routing

Routing table for host S based

on host-specific routing

Destination | Next Hop
A R1
B R1
C R1
D R1

Routing table for host S based
on network-specific routing

Destination

Next Hop

N2

R1
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Host-Specific Routing

o Thedestination host addressis given inthe
routing table

o Theinverse of network-specific routing

o Not efficient for performance

But, in some occasions, the administrator wants
to have more control over routing

o Checking the route

o Providing security
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Host-Specific Routing

Routing table for host A

Destination | Next Hop

Host B R3
N2 R1
Host A N3 R3

<=

R1 R3

Host B
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Default Routing

o Instead of listing all networks in the routing
table

n Just use one entry called default
n Network addressis 0.0.0.0
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Default Routing

Routing table for host A

Destination | Next Hop
N2 R1
HSt A Default R?2

Default e R?
router
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Static Versus Dynamic Routing Table

o Static Routing Table
The entries are entered manually
Cannot be updated unless manually altered by
administrator

o Dynamic Routing Table
Update periodically using dynamic routing
protocol
o RIP, OSPF, or BGP

If arouter shutdown or alink is broken
o Update the tables accordingly
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Routing Table and Routing Module

o When look for the route
First check for direct delivery
Then host-specific delivery
Then network-specific delivery
Finally default delivery

o Thishierarchical strategy can be implemented
In the routing module or in the routing table
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Routing Module and Routing Table

:IP Routing table |

|
| |
l !
| |
: I Next-hop :
| address !
| From — 5 To |
: IP processing ———{ Routing module fragmentation :
| module IP packet = module |
: IP packet J|
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Routing Table

o Routing table usually has seven fields

Mask, destination address, next-hop address,
flags, reference count, use, and interface

o Mask: appliesto the destination IP address to
find the network/subnetwork address of the
destination

n host-specific routing: mask = 255.255.255.255
n default routing: mask = 0.0.0.0
n an unsubnetted network: mask = default mask
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Routing Table (Cont.)

o Destination address. can be either
n Destination host address (host-specific address)

n Destination network address (network-specific
address)

o Next-hop address
n The address of the next-hop router
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Routing Table (Cont.)

o Flags

U (Up): the router is up and running.
o If not present, cannot forward packet to this router

G (Gateway): destination is in another network
and use indirect delivery

o If not present, use direct delivery

H (Host-specific): the entry in the destination
field is host-specific address

o If not present, destination field is network-specific
address
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Routing Table (Cont.)

o Flags

D (Added by redirection): routing information for
this destination has been added by aredirection
message from ICMP.

M (Modified by redirection): routing information
for this destination has been modified by a
redirection message from ICMP.

o Discussin Chapter 9
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Routing Table (Cont.)

o Reference count

The number of usersthat are using this route at
any moment

o Use

The number of packets transmitted through this
router for the corresponding destination

o Interface
The name of Interface
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Routing Table

Mask Destination Next-hop Flags Reference Use Interface
address address count

255.0.0.0 124.0.0.0 145.6.7.23 UG 4 20 m2

Flags
The router 1s up and running.

U

G  Thedestination isin another network.
H Host-specific address.

D  Added by redirection.

M Modified by redirection.
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Routing Module

1. For each entry in the routing table
1. Apply the mask to the packet dest. Address
2. If (theresult match the value in the dest. field)
1. If (the G flag is present) // indirect delivery
1. Use the next-hop entry in the table as next-hop address
2. If (the G flag is missing)
1. Use packet destination address (direct delivery)
3. Send packet to fragmentation module with next-hop address
4. Stop
2. If no match isfound, send an ICMP error message
3. Stop
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Configuration for Routing Example

Site 193.14.5.0
® 00

193.14.5.160

193.14.5.165 193.14.5.197

R2
Default

router 1L11.15.17.32

192.16.7.5 194.17.21.14

R5

&S 194.17.21.0
192.16.7.52 194.17.21.68
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Routing Table of R1 Used for Example

M ask
255.0.0.0

255.255.255.224
255.255.255.224

Dest.
111.0.0.0
193.14.5.160
193.14.5.192

Next Hop

255.255.255.0
255.255.255.0

192.16.7.0
194.17.21.0

111.15.17.32
111.20.18.14
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111.30.31.18

F |
U mO
U m2
U ml
UGH mO0
UG mO
UG mO
UG mO
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‘ Example 1 ‘

Router R1 recelves 500 packets for
destination 192.16.7.14; the agorithm
applies the masks row by row to the
destination address until a match (with the
value In the second column: Destination

field) 1sfound:
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P

Direct delivery
192.16.7.14 & 255.0.0.0 e 192.0.0.0 no match
192.16.7.14 & 255.255.255.224 € 192.16.7.0 no match

192.16.7.14 & 255.255.255.224 e 192.16.7. no match
Host-specific

192.16.7.14 & 255.255.255.255 e 192.16.7.14 no match

Networ k-specific
192.16.7.14 & 255.255.255.0 e192.16.7.0 match
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Solution

o Therouter send the packet through interface
mO

o Increment the use field by 500

o Increasethe reference count field by 1
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‘ Example 2 ‘

Router R1 recelves 100 packets for
destination 193.14.5.176; the agorithm
applies the masks row by row to the
destination address until a match is found:
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SolUtlorn

Direct delivery

193.14.5.176 & 255.0.0.0 e 193.0.0.0 no match
193.14.5.176 & 255.255.255.224 &193.145.160 maitch

o Therouter send the packet through interface
m2 along with the next-hop | P address

o Increment the use field by 100
o Increasethe reference count field by 1
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‘ Example 3 ‘

Router R1 recelves 20 packets for
destination 200.34.12.34; the agorithm
applies the masks row by row to the
destination address until a match is found:
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SolUtlor

Direct delivery

200.34.12.34 & 255.0.0.0 e200.0.0.0 no match
200.34.12.34 & 255.255.255.224 &200.34.12.32 no match
200.34.12.34 & 255.255.255.224 &200.34.12.32 no match
Host-specific

200.34.12.34 & 255.255.255.255 &200.34.12.34 no match
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Network-specific

200.34.12.34 & 255.255.255.0 e 200.34.12.0 no match
200.34.12.34 & 255.255.255.0 e 200.34.12.0 no match
Default

200.34.12.34 & 0.0.0.0 e 0.0.0.0. match

o Therouter send the packet through interface
mO along with the next-hop | P address

o Increment the use field by 20
o Increasethe reference count field by 1
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‘ Example 4 ‘

Make the routing table for router R1 in the
following Figure
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‘ Example 4 ‘

129.8.0.0
222.13.16.40 222.13.16.41 R 134.18.5.1
}{ N . N N . N e - ot s .::
ml mO =
R3 aj
134.18.5.2 | &
Rest of the Internet =< —

R2
o Therearethree explicit destination networks and one

default access to the rest of the Internet (default route)
o Thenetwork 134.18.0.0 isdirect routing
G Is not present and Next Hop is blank

o Another three networks are indirect routing
G = 1 and Next Hop given the | P address of next hop
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SolUtlorn

M ask Destination
255.255.0.0 134.18.0.0
255.255.0.0 129.8.0.0
255.255.255.0 220.3.6.0
0.0.0.0 0.0.0.0
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Next Hop
222.13.16.40
222.13.16.40
134.18.5.2

mO
ml
ml

mO
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‘ Example 5 ‘

Make the routing table for router R1 In
Figure 6.11
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Example 5

200.8.4.0

m?2

210.7.2.12
S -

200.8.4.12

200.8.4.17

ml
=T
201.4.10.3 201.4.10.13

moO
'/\/R;t of the Internet >

o Therearefive network, but two of them are point-to-
point with no hosts and need not be in the routing table

o Thereisalso an entry for the default route

n  But we do not know the I P address to the default route.
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Mask Destination Next Hop .
255.255.255.0 200.8.4.0 m2
255.255.255.0 80.4.5.0 201.4.10.3 m1l
or 200.8.4.12 or m2
255.255.255.0 80.4.6.0 201.4.10.3 m1l
or 200.8.4.12 or m2
0.0.0.0 0.0.0.0 PIXXXXXI77Y”? mO
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| Example 6 |

The routing table for router R1 is given below.

Draw Iits topology

M ask
255.255.0.0
255.255.0.0
255.255.0.0
255.255.0.0
255.255.0.0
0.0.0.0
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Destination

110.70.0.0
180.14.0.0
190.17.0.0
130.4.0.0
140.6.0.0
0.0.0.0

Next Hop

190.17.6.5
180.14.2.5
110.70.4.6

|

mO
m?2
ml
ml
m?2

mO

The McGraw-Hill Companies, Inc., 2000


http://www.pdffactory.com

e
Example 6: Solution

R2 m1
Rl G <110.70.0.0
Unknown R3 m2 110.7.4.6
140.6.0.0 D> —————m—=—— S < 180.14.0.0 > S R

< Rest of the Internet >

o Fromthetable:
n  There are three networks directly connected to R1
n  There are two networks indirectly connected to R1
n  One default router to the rest of network

o However, we do not know whether the network 130.4.0.0 and
140.6.0.0 are
n  Directly connected to the router R2
n  Or through a point-to-point network and another router

The McGraw-Hill Companies, Inc., 2000

PDF created with FinePrint pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com

The McGraw-Hill Companies, Inc., 2000

PDF created with FinePrint pdfFactory Pro trial version www.pdffactory.com


http://www.pdffactory.com

—!
Classless Addressing

o Reguires changes as compared to the classful
addressing
Routing Table Size
Hierarchical Routing
Geographical Routing
Routing Table Search Algorithms
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Routing Table Size
o In classful address

n Thereisonly one entry for each site
n Eventhissiteis subnetted

o Inclassless address

n The number of entries can elther decrease or
INncrease
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Routing Table Size (Cont.)

o Decrease
In classful addressing

o Four entriesin the routing table for an organization
that creates a supernet from four class C blocks

In classless addressing
o Only one entry in the routing table
o Increase: more likely occur

Class A and B blocks are divided into smaller
blocks in classless addressing

PDF created with FinePrint pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com

—!

Hierarchical Routing

o To solvethe problem of vast routing tables

Create a sense of hierarchy in the Internet
architecture and routing tables

o Internet isdivided into international and
national ISP
National |SP are divided into regional 1SPs
Regiona ISP are divided into local | SPs

o Routing table decrease its size by this
hierarchical structure
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Geographical Routing

o To decrease the size of the routing table even
further, we need to extend hierarchical routing
to include geographical routing

o Dividethe entire address space into afew
large blocks

ock to North America
ock to Europe

ock to Asia

ock to Africa

> > > P

D
D
D
D
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Routing Table Search Algorithm

o Previous, the routing table is organized as a
list
However, to make search easier, the routing table
can be divided into three buckets (areas)

When a packet arrives, applies the default mask to
find the corresponding bucket (class A, B, or C)

o Notably, from a address, we can derive which class it
belongsto
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Routing Table Search Algorithm
(Cont.)

o In classless routing, we can also use buckets
However, 32 buckets are used instead of three
o Each buckets corresponding to each prefix length

When a packet arrives, try the longest prefix (/32),
then the next prefix (/31) and so on until matched

o Longest match method
o However, this search method would also take

guite along time
Use other data structures such astree or binary tree
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Information that facilitates
routing table searching.
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_[ Note )

[N classiess addressing, thereis
no salf-contained information

In the destination address to
facilitate routing table searching.
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